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The Renal Foundation Iñigo Álvarez de 
Toledo (FRIAT), the National 
Astronomy Observatory (OAN) and 
the University of Granada are three of 
the 41 institutions already using the 
RedIRIS Cleaning Service, a unified 
anti-spam protection solution which 
has been available since last year to 
nearly 400 organisations affiliated 
with the academic and research 
network. 
 

Since last October, RedIRIS has been developing a new anti-spam protection service know internally as “The 
Cleaning Service”. Built on Spamina’s email security platform the solution is available to more than 400 
institutions affiliated to the Spanish academic and research network. 

With the implementation of this new 
service, RedIRIS is fulfilling its mission 
to increase the value of the Internet 
connection services it provides to 
Spanish universities and research 
centres, protecting such a critical 
environment as email against 
malware. “Currently”, explains the 
Managing Director of RedIRIS, Tomás 
de Miguel, “email is a 
 

critical tool that moves all information 
exchanges between users in the 
community; in other words, email that 
shuts down is as serious as a cut in the 
communications lines”. 

The RedIRIS Cleaning Service is just one 
more email service it has been 
providing universities and research 
centres to fight threats and improve 
security such as service configuration 
audit services or the IRISRBL service, 
which is a black list generated by 
RedIRIS that has been offered to the 
community for four years via DNS; as 
well as a series of agreements with 
manufacturers (IronPort, Sophos, 
Spamina, etc.) to facilitate the access 
of institutions to proven security 
solutions at a feasible financial cost. 
 

UNIVERSITIES WOULD 
BE MORE LIKELY TO 
TRUST A SERVICE 
UNDER REDIRIS 
CONTROL 

RedIris Centralizes the Fight Against Spam.  
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A Common Strategy Against Spam 
RedIRIS devised the implementation of 
the Cleaning Service given the persistence 
and increase in spam, and once the 
commitment of 11 institutions to use the 
service for a minimum of two years was 
ratified. As the Coordinator of RedIRIS 
Email Services, Jesús Sanz de las Heras 
explains, “we reached the conclusion that 
we needed a common strategy with the 
possibility of offering an anti-spam 
service taking advantage of the benefits 
of an economy of scale and the 
possibility of having a common email 
policy for the entire community, and 
gaining more power when exchanging 
traffic with the large Internet email 
providers as well". 
 
  
With these aims, RedIRIS went with the 
Spamina solution to implement the new 
Cleaning Service because out of all the 
proposals received, it was the one that 
best adapted to the rollout requirements. 
Prior to this contract, RedIRIS had worked 
with Spamina, IronPort and Sophos on the 
AVAS (Anti-virus and Anti-spam) project 
which was carried out in 2007 and 
enabled an analysis of the anti-virus and 
anti-spam solutions market.  
 

According to the RedIRIS Email Service 
Coordinator, “we were looking for a solution 
that would offer clients a spam detection 
service that was equal to or better than the 
one the institutions had locally; it had to 
feature a control panel that would offer 
administrators configuration possibilities, it 
had to offer a reputation level based on the 
best Black Lists and have άƎǊŜȅƭƛǎǘέ and SPF 
(Sender Policy Framework) technology 

as well as permit the integration of the 
DNS-based RedIRIS White list which 
includes around 100,000 IP 
ŀŘŘǊŜǎǎŜǎέ. 

 
 

There were other key requirements 
such as "a scalable architecture that 
would easily allow for an increase in 
service processing capacities" and "the 
possibility “of contributing knowledge 
and improvements to the solution 
development and roadmap", as well as 
an adequate level of support which has 
been clearly demonstrated by far, 
underlines the expert. 
 
After issuing the corresponding public 
call for tenders and awarding the tender 
to Spamina, RedIRIS used the summer 
to assemble the installation so that by 
October 2010, the new Cleaning Service 
was operating.  It was responsible for 
collecting email sent through the 
Internet to the affiliated institutions and 
reviewing it before delivery, deleting 
junk, fraudulent or virus-infected 
messages. 
  
Thus, the service is configured just like a 
common email post office for the entire 
community, providing centralized 
perimeter protection with reputation, 
anti-virus and spam email marking 
filters. 
 
 
Anti-spam on the Private Cloud 

 
 

Although the possibility existed of 
choosing an externalized solution, 
RedIRIS decided upon an in-house 
installation as "we believed that the 
 

BASED ON SPAMINA 
TECHNOLOGY, THE 
CLEANING SERVICE 
IS ALREADY BEING 
USED BY 41 
INSTITUTIONS.  
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universities would trust the service more 
if it were under the direct control of 
RedIRIS and not a third party company”. 
So, the anti-spam platform has been 
installed on the principal DPC that 
RedIRIS has hosted on Telvent and is 
built over a cluster of 17 machines with 
the possibility of being able to incorporate 
new machines depending on the needs. 

In order to size the platform and as Sanz 
de las Heras explains, άǘƘŜ decision was 
made to select the inbound SMTP 
connection as the unit of ƳŜŀǎǳǊŜέ. And 
the thing is “all the SMTP connections 
transport email and given that according 
to our estimates only one out of every 
three are accepted, we would need to size 
the resources to process and analyse one 
third of the total connections". So, the 
first phase of the project contemplates 
15 million SMTP connections and 25 
million in the second phase, currently 
registering -with 41 institution users for a 
total of 300,000 email boxes- some 4 
  

In accordance with these estimates 
and in a search for contingency as 
well as greater performance levels, 
RedIRIS plans to take advantage of 
the entry into production of RedIRIS-
NOVA to duplicate the platform at a 
second location; specifically, at the 
Energy, Environment and Technology 
Research Centre (CIEMAT). 
As far as the benefits and although it 
is still early to assess the levels of the 
effectiveness of the platform, it is 
clear that the Cleaning Service 
involves a series of advantages for 
the ƻǊƎŀƴƛǎŀǘƛƻƴǎΩ users. “The 
simplified management”, ensures the 
expert, “is what most pleases 
administrators”. 
 
 

million SMTP connections a day 
which “could be one third of the 
total”. 

KEY POINTS: 

Å RedIris has enriched its 
catalogue of email services with 
the Cleaning Service, a unified 
malware protection service that 
is already being used by 41 
institutions affiliated with the 
academic and research 
network.  

Å Given that the provider 
Spamina met  all of the 
requirements established, 
RedIris went with their anti-
malware protection solution to 
implement the new Cleaning 
Service.  

Å RedIris has chosen to install 
the Spamina platform at its 
primary DPC hosted on 
Televant which is built over a 
cluster of 17 machines with 
the possibility of being able to 
incorporate new machines 
depending on the needs.  

Source: Computing, March 2009 


